
Introduction

The abilit y to funct ion in the digita l space is indispensable for students to 
meaningfully engage in educat ion, work, and life today. Schools thus have the 
responsibilit y of  embedding the development  of  d ig ita l skills in every aspect  of 
teaching and learning, most  important ly in ensuring the safet y and securit y of 
students while engaged in the digita l space. This policy sets out  t he basic 
requirements for schools in their development  and implementat ion of  a digita l 
st rategy, their provision of  teaching and learning on digita l safet y, and their secure 
use of  d igita l technology.

Purpose

•  To develop and implement  a digita l st rategy regarding their use of  
technology, goals related to digita l competencies and inf rast ructure, d igita l 
securit y measures, and required resources, as per ADEK's requirement.

•  To ensure that  schools invests  in the development  of  students’ d igita l skills 
and competencies to empower them to maximize learning opportunit ies 
presented by the use of  technology.

•  To ensure that  school educates students on the responsible and safe 
access and usage of  the online environment  and protect  students f rom digital 
content  and interact ions that  are inappropriate or harmful.

•  To ensure that  school puts  in place systems, mechanisms, and procedures 
that are safe, balanced, and appropriate to safeguard their d igita l securit y.

•  To ensure that  the school complies with the requirements of  the Monitoring 
and Cont rol Center and the Federal Decree Law No. (45) of  2021 on the Protect ion 
of  Personal Data in the collect ion, processing, and storage of  personal data.
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Definitions

Additional Learning 
Needs

Individual requirements for addit ional support , modificat ions, or 
accommodat ions within a school set t ing on a permanent  or temporary 
basis in response to a specific  context . This applies to any support 
required by students of  determinat ion and those who have special 
educat ional needs and/ or addit ional barriers to learning, access, or 
interact ion in that  spec ific  context  (e.g., dyslexic, hearing or visually 
impaired, tw ice except ional, or gif ted and/ or ta lented).
For example, a student  w ith rest ricted mobilit y may require lesson 
accommodat ions to part ic ipate in Physical Educat ion and build ing 
accommodat ions to access fac ilit ies but  may not  require any 
accommodat ions in assessments. Equally, a student  w ith hearing 
impairment  may require adapt ive and assist ive technology to access 
content  in c lass and may also require physical accommodat ions (e.g., 
sit  in the f ront  of  the c lass to be able to lip read) to access learning.

Assistive 
Technology

Any item, piece of  equipment , sof tware program, or product  system 
that  is used to increase, maintain, or improve the funct ional capabilit ies 
of  persons with disabilit ies (ATIA, n.d.).

Bring Your Own 
Device (BYOD)

Pract ice wherein schools allow staff and/ or students to do their work on 
personally owned digita l devices.

Bullying

Repeated physical, soc ial, or verbal aggression exerc ised by students 
who feel they are in a posit ion of  power against  other students who are 
perceived weaker or powerless, to achieve specific  gains or draw 
at tent ion, in a way that  hurts the student  physically and/ or emot ionally. 
Bullying can be commit ted by groups or individuals, in online 
(cyberbullying) or offline set t ings.

The Nat ional Policy for the Prevent ion of  Bullying in Educat ional 
Inst itut ions (MoE, n.d.) provides a complete f ramework for bullying and 
cyberbullying.

Cyberbullying
Bullying that  takes place online. Online bullying can follow the bullied 
student  wherever they go via soc ial networks and mobile phones and 
has a wider reach than bullying in the real world.

Cybersecurity 
Incident

A breach that  threatens the confident ialit y, integrit y or availabilit y of  an 
organizat ion’s informat ion systems or sensit ive data (IBM, n.d.).

Data Protection

The process of  safeguarding data f rom corrupt ion, compromise, 
unauthorized access, or loss and providing the capabilit y to restore the 
data to a funct ional state should something happen to render the data 
inaccessible or unusable (SNIA, n.d.).

Digital Device
A device used for audio, video, or text  communicat ion, or any other t ype 
of  computer or computer-like inst rument , inc luding, but  not  limited to 
cell phones, smart  watches, tablets, and laptops.
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Digital Incident

An instance where a member of  the school communit y engages in the 
inappropriate use of  d igita l technology. This inc ludes a breach of  the 
reasonable usage polic ies, the accessing of  inappropriate content , 
inappropriate behaviors or communicat ions, cyberbullying, and/ or any 
other breach of  school regulat ions in an online set t ing.

Digital Fluency The state of  being a competent , confident , safe, responsible, creat ive, 
and curious user of  technology.

Documented 
Learning Plan

A plan which out lines any personalized learning targets, modificat ions 
to curriculum, addit ional support , or tools for learning which are agreed 
by school sta ff, parents, and students (where appropriate), inc luding 
Individual Educat ional Plans (IEP), Individual Support  Plans (ISP), 
Individual Learning Plans (ILP), Behavior Support  Plans (BSP), Advanced 
Learning Plans (ALP), etc. This may be to address any specific  ident ified 
academic, behavioral, language, or soc ial and emot ional need.

Parent
The person legally liable for a child or ent rusted with their care, defined 
as the custodian of  the child as per the Federal Decree Law No. 3 of 
2016 Concerning Child Rights.

Personal 
Information

Informat ion relat ing to individuals who are ident ifiable direct ly f rom the 
informat ion in quest ion, or who can be indirect ly ident ified f rom that 
informat ion in combinat ion with other informat ion.

Risk Assessment A systemat ic  process of  evaluat ing the potent ial risks that  may be 
involved in an act ivit y or undertaking.

Safeguarding
Protect ing students f rom the risks of  harm, inc luding malt reatment  and 
other t ypes of  risks that  impact  their overall health and development , 
wellbeing, and safet y.

SaaS Security 
Posture 
Management 
(SSPM)

A type of  automated securit y tool for monitoring securit y risks in
sof tware-as-a-service (SaaS) applicat ions. It  a lso ident ifies 
misconfigurat ions, unnecessary user accounts, excessive user 
permissions, compliance risks, and other c loud securit y issues.

Social Media

A means of  soc ial interact ion in which people create, share, and/ or 
exchange informat ion and ideas in virtual communit ies and networks, 
inc luding, but  not  limited to, p lat forms such as Facebook, Twit ter, 
Instagram, LinkedIn, and YouTube (Tuf ts Universit y, n.d.).

Visitor

For the purpose of  this policy, a visitor is any temporary visitor (e.g., a 
parent  or a relat ive of  a student , prospect ive student  and their parents, 
inspectors, cont ractors, etc.) entering the school premises.

An invited visitor is anyone visit ing the school on a temporary basis to 
interact  w ith students (i.e., a speaker, career fa ir representat ive, etc.) 
and inc ludes volunteers, who are engaged by an educat ional inst itut ion 
on a non-remunerated basis to interact  w ith students (e.g., parent 
chaperones, etc.).
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Policy

1. Required Documentat ion

1.1 BRS has developed and implemented the following documents, and has made them
available on i ts  school website in both Arabic and English, in line with the 
requirements of  this Policy:

1. Digita l st rategy (see Sect ion 2.1 Digita l St rategy).

2. Responsible usage polic ies (see Sect ion 4.1 Responsible Usage Polic ies).

3. Framework for the select ion of  external providers and products (see Sect ion
5.4 External Providers and Products).

4. Data and Cybersecurity (see Sect ion 6.1 Secure Digita l IT Architecture).

5. Response plan in relat ion to cybersecurity inc idents (see Sect ion 6.6
Cybersecurity Inc idents).

6. School data protect ion plan and policy (see Sect ion 7. Data Protect ion).

7. Digita l media policy and soc ial media policy (see Sect ion 8. Digita l
Communicat ions).

2. Digital St rategy and Oversight

2.1 Digita l St rategy: BRS has developed and implemented a digita l st rategy that  out lines
and provides rat ionale for i ts  digital goals over a 5-year t ime f rame. The st rategy  
inc ludes:

1. Overall st rategic  direct ion on how technology shall be deployed to deliver
bet ter student  achievement  and outcomes (e.g., to enhance teaching and 
learning and to support  the ef f ic ient  and ef fect ive running of  the school 
administ rat ion).

2. Assessment  of  how the school can use and provide assist ive technology to
enable inc lusion.

3. Goals related to student  digita l skills and competencies that  enable learning.

4. Development , procurement , and implementat ion plans for digita l
inf rast ructure, sof tware, and hardware.

5. Mechanisms for ensuring the security of  the school’s digita l systems.

6. Plan for future-proof ing the school’s digital inf rast ructure, where applicable. 

7. Resources and investment  required to deliver the digita l st rategy.

8. Staf f  t ra ining requirements.
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9. Increase awareness related to emerging technologies (e.g., Art if ic ia l
Intelligence).

2.2 Oversight : A Digita l Wellbeing Commit tee which has the following
responsibilit ies in relat ion to oversight  of  the school’s digital st rategy and associated 
polic ies:

1. Develop and implement  the school’s digita l st rategy.

2. Conduct  an annual review of  the digita l st rategy and it s implementat ion:
a. Monitor progress against  student  learning goals and school development

and procurement  plans.
b. Evaluate technology, sof tware, and online plat forms to ensure that  they

meet  the object ives of  the st rategy.
c . Test  and conduct  risk assessments of  the school’s digita l systems and

infrast ructure (e.g., backup recovery) to ensure that  they are secure and 
f it  for purpose.

d. Review the ef fect iveness of  the school’s data and cybersecurity
provisions.

e. Re-evaluate the technological needs of  the school based on feedback
from staf f , parents, and students, and plan procurement  and digital 
development  accordingly.

f . Re-evaluate staf f  d igita l development  needs and ident ify addit ional
t ra ining required.

3. Develop and implement  and review other school polic ies required to be
created in line with this policy.

4. Engage with relevant  stakeholders (e.g., the Digita l Of f icer, Head of  IT) to
inform its dec isions.

3. Digital Competencies

3.1 Student  Outcomes: BRS ensures that the digita l competencies and expected
outcomes for students by grade are defined and these are integrated into the school’s 
curriculum. BRS ensures that  the school has the appropriate digita l inf rast ructure and 
resources in place to support  students in achieving these outcomes, inc luding 
students w ith addit ional learning needs, in line with the BRS Inc lusion Policy.

3.2 Sta ff Training: BRS provides relevant  t ra ining to sta ff in line with their
designat ion to enable them to promote the object ives of  this policy. The t raining 
covers topics such as the school's digita l inf rast ructure and polic ies, student  digita l 
learning outcomes, data protect ion, cybersecurit y, and the digita l safety measures 
implemented by the school.
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4. Responsible Usage and Digital Safeguarding

4.1 Responsible Usage Polic ies: BRS develops and communicates responsible
digita l usage polic ies for students, parents, sta ff, and visitors. These polic ies sets out  
what  these groups are permit ted/  prohibited to do on the school’s premises, network, 
and systems, and inc lude:

1. The def init ion of  responsible usage of  school sof tware, network, services,
and digita l devices issued by the school, inc luding shared devices.

2. Rules on the permit ted and rest ric ted use of  personal devices on the school 
network and school premises, and during ext racurricular act ivit ies that  take
place outside school (e.g., f ield t rips).

a. The school rest ric ts  the use of  Virtual Private Networks (VPNs) by
students on school premises or through school networks unless explic it ly 
authorized for spec if ic  educat ional or administ rat ive purposes.

3. Standards in relat ion to the use of  personal soc ial media accounts by staf f
(see Sect ion 8.3. Personal Social Media Accounts for Staf f ).

4. The school’s rules in relat ion to the set t ing and sharing of  passwords for
school accounts.

5. Standards in relat ion to the sharing of  data related to the school or school
community, and the channels via which such data can be shared when 
permit ted. This inc ludes standards related to the uploading of  student  data 
on external applicat ions and learning tools, where applicable.

6. Standards in relat ion to academic honesty, p lagiarism, and the responsible
use of  copyrighted materia l and digita l tools (e.g., art if ic ia l intelligence), in line 
with the Federal Decree-Law No. (38) of  2021 on Copyrights and Neighboring 
Rights and the ADEK terms and condit ions, copyright  policy, and data privacy 
policy w ith regard to the collect ion, use, and disc losure of  informat ion.

7. BRS communicates the relevant  responsible usage polic ies to
students, parents, staf f , and visitors via appropriate channels.

a. The school publishes responsible usage polic ies applicable to students
and parents on the school website and in the Parent  Handbook, as per 
the BRS Parent  Engagement  Policy.

b. For all younger students up to Grade 6, the school provides age-
appropriate versions of  the policy to students, and a full version of  the 
policy to parents.

4.2 Safeguarding Students: BRS puts  in place educat ion programs and effect ive
systems to protect  students f rom the online risks stated below.

1. Online risks posed to students are as follows:
a. Exposure to content  that  is inappropriate, illegal, or may harm their

wellbeing.
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b. Exposure to unsafe online interact ion (e.g., interact ion with users with
fake prof iles).

c . Personal online behavior that  can lead to harm for self  or others (e.g.,
engaging in cyberbullying).

d. Scams and f inance-related risks such as gambling and phishing.

2. The school puts  in place the following programs, systems, mechanisms, and
procedures to safeguard students against  online risks and promote their 
wellbeing:
a. An age-appropriate awareness program for all students, covering the

benef it s of  technology, awareness of  online risks, self -assessment  of 
online risks when using technology, online safety measures, and the 
impact  of  d igita l habits on wellbeing (e.g., the impact  of  durat ion of 
usage of  d igita l devices).

b. Appropriate f iltering and monitoring systems to monitor student  internet
use on school devices and systems.

c. Regular analysis of  students’ internet  usage and web f ilter violat ions to
ident ify potent ia l adverse t rends or problems.

d. Procedures to ident ify and support  students who appear to be
developing risky, excessive, or illegal d igita l habits, such as digita l 
addic t ion or gambling, in line with the BRS Student  Mental Health Policy 
and the BRS Student  Behavior Policy.

e. Mechanisms to enable safeguarding during act ivit ies conducted virtually
(e.g., d isabling private chat  for students).

3. BRS ensures that there is a developmental purpose before allowing
students to use the Internet  during school hours.

4.3 Digita l Inc idents:

1. A digita l inc ident  occurs when a member of  the school community engages
in inappropriate use of  d igita l technology. This inc ludes a breach of 
reasonable usage polic ies, the accessing of  inappropriate content , 
inappropriate behaviors or communicat ions, cyberbullying, or any other 
breach of  school regulat ions in an online set t ing.

2. Where a digita l inc ident  occurs during school hours or in set t ings covered in
schools’ digital polic ies, the school makes intervent ions and provide support 
to students and/ or staf f  in line with the relevant  policy (e.g., BRS 
Employment  Policy, BRS Staf f  Wellbeing Policy, BRS Student Administ rat ive 
Af fairs Policy, BRS Parent  Engagement  Policy, BRS Student Behavior Policy, 
and the BRS Student  Protect ion Policy). Where required, the school shall 
report  d igita l inc idents to ADEK and cooperate with the Abu Dhabi Police for 
invest igat ions.

3. BRS ensures that  every digita l inc ident  is recorded, documented, and
signed by the Princ ipal and stored for audit ing purposes, in line with the BRS 
Records Policy.

4.4 BRS urges its parents to monitor students' usage of  d igita l devices outside of
school premises and school hours to ensure safe and appropriate digita l behavior.
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5. Digital Inf rast ructure

5.1 Digita l Devices: BRS ensures that  digita l devices issued to members of  the
school communit y have appropriate securit y features and the school has def ined 
and implemented digi ta l  safety precaut ions (e.g. ,  minimum device 
speci f icat ion,  and ant iv i rus requirements).  The school  a l lows i ts staf f  to 
access school-related data or systems on other devices and it has a Bring Your Own 
Device (BYOD) policy for sta ff or students

          5.2 Digita l Systems for Sta ff: The schools ensures that  relevant  sta ff members have
access to digital systems provided by ADEK, inc luding the Learning Management 
System.

5.3 Distance Learning Readiness: BRS has adopted  measures for distance learning for
emergency situat ions such as temporary school c losures or for individual students in 
except ional c ircumstances (e.g., prolonged hospita l stay, or emergency t ravel w ith 
parents for extensive periods).

5.4 Assist ive Technology: BRS provides assist ive technology to students w ith
addit ional learning needsas indicated in their Documented Learning Plan, in line with 
the BRS Inc lusion Policy.

5.5 External Providers and Products:

1. BRS has developed a third-party risk assessment  f ramework for select ing
external IT service providers and products related to the school network, 
system, and inf rast ructure, inc luding learning applicat ion providers and 
open-source applicat ions. This f ramework inc ludes the following, at  a 
minimum:
a. Compat ib ilit y w ith exist ing school systems.
b. Secure management  of  data.
c. Compliance with cybersecurity standards and f rameworks. 
d. Security against  cyber threats.
e. Service delivery and backup/  recovery provisions.
f . Reputat ion and f inanc ial stabilit y of  the provider.
g. Adherence of  the vendor to the Federal Decree-Law No. (45) of  2021 on

the Protect ion of  Personal Data and the ADEK terms and condit ions, 
copyright  policy, and data privacy policy w ith regard to the collect ion, 
use, and disc losure of  informat ion.

h. Where relevant  (e.g., learning applicat ion providers), educat ional qualit y,
and age-appropriateness of  content .

2. BRS communicates to external vendors that  the vendor is subject  to
the Federal Decree-Law No. (45) of  2021 on the Protect ion of  Personal Data 
and the ADEK terms and condit ions, copyright  policy, and data privacy policy 
w ith regard to the collect ion, use, and disc losure of  informat ion.

6. Data and Cybersecurit y

6.1 Secure Digita l IT Architecture: BRS has established a robust  secure digita l
inf rast ructure and ensures the relevant  cybersecurit y cont rols are implemented 
as follows:
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1. Access Cont rol
a. Implement  mult i-factor authent icat ion mechanisms across crit ical

services.
b. Def ine and enforce role-based access cont rol to ensure users have

appropriate permissions.

2. Data Encrypt ion
a. Employ encrypt ion for data in t ransit  and at  rest  to safeguard sensit ive

informat ion.

3. Network Security
a. Deploy next -generat ion f irewalls and int rusion detect ion/ prevent ion

systems to protect  against  unauthorized access.
b. Ensure web f iltering polic ies are enforced.
c . Ensure the abilit y to block inappropriate content .
d. Abilit y to detect  infected machines across the school network.
e. Ensure ident it y-based f irewalls are implemented to provide granular

visib ilit y on user browsing act ivit y.
f . Established a unif ied security edge architecture for all internet  browsing. 
g. Regularly monitor and audit  network t raf f ic  for unusual pat terns.

4. Endpoint  Protect ion
a. Install and update ant i-virus/  ant i-malware sof tware on all school-

managed devices.
b. Implement  hard disk device encrypt ion and ensure regular security

patching.

5. Data Backup and Recovery
a. Establish automated regular backup procedures for crit ical data. 
b. Ensure backups are vaulted and stored of f line.
c . Develop a robust  disaster recovery plan to minimize downt ime in case of

a security inc ident .

6. Data Security
a. Establish data c lassif icat ion cont rols across school and student  data. 
b. Implement  Data Loss Prevent ion Tools to ensure data leaks or

exf ilt rat ion is prevented.

7. Security Awareness Training
a. Conduct  regular t ra ining sessions for staf f  and students to raise

awareness about  cybersecurity threats and best  pract ices.

8. Inc ident  Response Plan
a. Develop and regularly update an inc ident  response plan to address

security breaches prompt ly and ef fect ively.
b. Perform a tabletop cyber-at tack simulat ion and exerc ise with school

management  involvement .

9. Physical Security
a. Ensure secure access to physical servers, networking equipment , and

other crit ical inf rast ructure.
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10. Regulatory Compliance
a. Ensure compliance with local and internat ional data protect ion

regulat ions and standards.

11. Monitoring and Logging
a. Implement  comprehensive monitoring systems to detect  and respond to

security inc idents in real t ime.
b. Maintain detailed logs for audit ing and analysis purposes.

12. Secure Sof tware Development
a. Follow secure coding pract ices when developing or procuring

educat ional sof tware.
b. Regularly update and patch sof tware to address vulnerabilit ies.

13. Cloud Security
a. If  using c loud services, ensure the selected providers adhere to st ringent

security standards.
b. Implement  proper conf igurat ion and access cont rols for c loud resources. 
c . Integrate Cloud Services – Sof tware as a Service (SaaS) with school

ident it y services where possible.
d. Establish Cloud SaaS Security Posture Management  capabilit ies.

14. Collaborat ion Security
a. Secure communicat ion and collaborat ion plat forms to protect  sensit ive

educat ional informat ion shared among students and staf f .

15. Third-Party Security
a. Vet  and monitor third-party vendors providing educat ional technology

solut ions to ensure they meet  security standards.

6.2 System Maintenance: BRS maintains and regularly updates digita l
inf rast ructure, operat ing systems, securit y systems, and sof tware, inc luding ant ivirus 
protect ion sof tware. The school regularly test  i t s  d igita l inf rast ructure and systems to 
ensure they are in good working condit ion.

6.3 Safe Use of  External Learning Applicat ions: BRS has have safeguarding
mechanisms in place (e.g., single sign-on systems) to protect  student  and system 
securit y in the use of  external learning applicat ions.

6.4 Safe Virtual Interact ion with Invited Visitors: BRS seeks parents’ consent  for
any live virtual interact ions with invited visitors, inside or outside of  c lass. All such 
interact ions shall a lso be approved by ADEK, in line with the BRS Ext racurricular 
Act ivit ies and Events Policy and the BRS Student  Protect ion Policy.

6.5 Backup and Storage: Regarding the onsite data storage systems, BRS ensures that
backups of  important  informat ion, sof tware, and configurat ion set t ings are 
performed at  an appropriate f requency and retained for an appropriate period of 
t ime to allow for business cont inuit y.

1. BRS ensures that  such backups are stored securely and separately
f rom the school network.

2. Regarding its external c loud systems for storage, BRS ensures that  i t s
data is synced to the c loud.
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6.6 Cybersecurit y Inc idents: The school shall develop response and business cont inuit y
plans to guide staff in the event  of  a cybersecurit y inc ident , inc luding the protocols for 
report ing the inc ident  to the school leadership team and to ADEK, and the process 
for maintaining operat ional cont inuit y.

1. The school shall not  communicate any cybersecurity inc ident  to external 
part ies except  for the service provider involved and ADEK.

2. The schools shall adhere to all applicable laws and polic ies set  out  by the 
Abu Dhabi Digita l Authority and any other relevant  authorit ies in the UAE, 
inc luding the Federal Decree Law No. (34) of  2021 on Combat t ing Rumors and 
Cybercrimes.

7. Data Protect ion

7.1 Data Protect ion Policy: BRS has developed a Data Protect ion Policy, set t ing out  how
the school shall ensure that  personal informat ion is dealt  w ith correct ly and securely, 
and in compliance with Federal Decree Law No. (45) of  2021 on the Protect ion of 
Personal Data, which inc ludes, at  a minimum:

1. The specif icat ion of  the types of  personal informat ion that  may be collected.

2. The requirement  and procedures for individual consent  in the collect ion,
processing, and storage of  personal informat ion.
a. Consent  must  be f reely given, specif ic , informed, and unambiguous. 
b. Consent  may be withdrawn by the individual at  any t ime.

3. The condit ions under which personal informat ion may be shared by the
school w ith other individuals or ent it ies (e.g., w ith ADEK).
a. BRS has a non-disc losure agreement  built  into any agreements

with cont ractors in which personal data cannot  be shared within or 
outside the count ry for any purposes, w ithout  the explic it  consent  of 
ADEK.

7.2 Sharing Data with ADEK: BRS shall provide accurate and up-to-date data to
authorized ADEK personnel on request , in line with the Federal Decree Law No. (18) of
2020 on Private Educat ion and Law No. (9) of  2018 Concerning the Establishment  of 
the Department  of  Educat ion and Knowledge and in line with the ADEK terms and 
condit ions, and data privacy policy w ith regard to the collect ion, use, and disc losure 
of  informat ion.

1. BRS shall inform parents of  their obligat ions to share data with ADEK
accordingly.

7.3 Data Protect ion Plan: BRS has developed and annually review a data protect ion
plan, in compliance with Federal Decree Law No. (45) of  2021 on the Protect ion of 
Personal Data and the BRS Records Policy. The data protect ion plan shall set  out the 
steps taken by the school to safeguard its organizat ional data, inc luding data 
c lassificat ion methods, authorizat ion levels, protect ions against  cybersecurit y and 
other threats, and procedures for restoring backed-up informat ion in case of 
breaches.
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8. Digital Communicat ions

8.1 Digita l Media Policy: BRS has implemented, and monitors a Digita l Media
Policy governing the creat ion and publicat ion of  digital media. The policy inc ludes, at  a 
minimum:

1. The requirement  to obtain consent  before recording and publishing digita l
media:
a. The school shall only take photographs and/ or video recordings of  
students af ter obtaining writ ten consent  f rom parents. In obtaining consent , 
the school shall inform parents about  the purposes for which the 
photographs and/ or video recordings are being taken.

b. The school shall obtain writ ten consent  f rom parents before publishing 
digita l content  involving students. The school shall c learly spec ify if  the                  
student  w ill be ident if ied by name in the publicat ion when obtaining consent .

2. The procedures for the provision and withdrawal of  consent .

3. Condit ions related to the storage and security of  d igita l media.

4. Condit ions related to the use of  personal devices and accounts for recording
or publishing school content .

8.2 Social Media Policy: BRS has developed and implemented a Social Media Policy in
relat ion to the use of  soc ial media by the school.

1. The policy inc ludes, at  a minimum:
a. Social media plat forms and accounts to be used by the school.
b. Access, security, and password protect ion procedures for the school’s

soc ial media accounts.
c . Condit ions related to content , language use, and engagement  w ith other

accounts.
d. Condit ions related to the use of  names, photos, and videos of  students,

in accordance with Sect ion 8.1. Digita l Media Policy.
e. Guidelines for moderators (see Sect ion 8.2.2. Moderators) in relat ion to

content  posted by third part ies on the school's social media pages, 
inc luding procedures to manage disrespect ful content  and t rolling.

f . Procedures for addressing other adverse soc ial media behaviors, such as
impersonat ion of  the school's accounts.

2. Monitoring School Communicat ions: BRS regularly monitors all of f ic ia l
and unof f ic ia l school-related communicat ion channels (newslet ters, soc ial 
media, parent  communicat ion groups, etc .) to ensure i t s  compliance with 
this policy.

3. Moderators: BRS has appointed  moderator(s) to pre-approve or remove
content  posted by other users on the schools' soc ial media pages, where 
possible, in line with the school’s guidelines. Moderator(s) shall reject  or 
remove, where possible, content  that  is inappropriate, not  in line with the UAE 
cultural values, or amounts to bullying, harassment , d iscriminat ion, or 
int imidat ion, in line with the BRS Values and Ethics Policy and the BRS 
Cultural Considerat ion Policy.
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8.3 Personal Social Media Accounts for Sta ff: The school has authorized members of  sta ff 
to create and maintain exist ing personal social media accounts. In relat ion to these, sta ff 
members shall:

1. Not  use email addresses issued by the school to create such accounts. 

2. Use the t ightest  possible privacy set t ings.

3. Not  ident ify themselves as being associated with the school, except  on
professional soc ial media plat forms (e.g., LinkedIn).

4. Not  accept  invitat ions to f riend, connect  w ith, or follow f rom current  students
or former students under the age of  18, or send such requests to current 
students or former students under the age of  18.

5. Not  accept  invitat ions f rom parents of  current  students to f riend, connect
with, or follow them.

6. Not  use such accounts to communicate with current  students, their parents,
or former students under the age of  18. This applies to messaging 
applicat ions (e.g., WhatsApp, Telegram, Signal).

7. Assume that  content  posted through such accounts (inc luding online reviews
and comments) is public ly visible and searchable, regardless of  the privacy 
set t ings, and exerc ise appropriate discret ion.

8. Ensure that  content  shared through such accounts is appropriate, in line with
the BRS Cultural Considerat ion Policy, and does not  amount  to bullying, 
harassment , d iscriminat ion, or int imidat ion, in line with the BRS Values and 
Ethics Policy.

9. Ensure that  content  shared through such accounts does not  give the
impression of  being endorsed by the school.

10. Ensure that  they do not  share any conf ident ia l informat ion related to the
school through such accounts.

8.4 Communicat ions via Email: The school has informed sta ff members that  they are not
authorized to use personal email addresses to communicate with students or 
parents.

8.5 School Website: BRS has created a dedicated website and keeps it  up to date to
serve as a reference for members of  the school communit y.

1. The school has published the following content  on their website, at  a 
minimum:

a. Contact  informat ion.
b. Services provided by the school.
c . Fees, inc luding t ransportat ion fees and fees for opt ional act ivit ies. 
d. Inspect ion reports.
e. Aggregate student  achievement  data or individual achievements (e.g.,

awards), w ith consent .
f . Public  versions of  the annual report , in line with the BRS Report ing

Policy.
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g. School polic ies that  are relevant  to parents and/ or students. 
h. Any other required content , as def ined by BRS polic ies.

2. The school ensures that  the content  published on their website is accurate
and appropriate, in line with the BRS Values and Ethics Policy.

3. The school ensures that  content  published on their website is in line with the
requirements for d igita l media (see Sect ion 9.1. Digita l Media Policy).

9. Compliance

9.1 This policy is effect ive as of  the start  of  the Academic Year 2024/ 25 (Fall term).
The school shal l  be fully compliant  with this policy by the start  of  the 
Academic Year 2025/ 26 (Fall term).

Approved By:                                                                                                

Dr.Rishikesh Padegaonkar
Principal
Bright Riders School

Next Review: AY 2026-2027
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